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1

2.

I ntroduction

Thi s docunent clarifies many areas of the | KEv2 specification that
may be difficult to understand to devel opers not intimately fanili ar
with the specification and its history. The clarifications in this
docunent cone fromthe discussion on the IPsec W mailing list, from
experience in interoperability testing, and frominpl enentation

i ssues that have been brought to the editors’ attention

| KEv2/ 1 Psec can be used for several different purposes, including

| Psec-based renmpte access (sonetines called the "road warrior" case),
site-to-site virtual private networks (VPNs), and host-to-host
protection of application traffic. Wile this docunent attenpts to
consider all of these uses, the renote access scenari o has perhaps
received nore attention here than the other uses.

Thi s docunent does not place any requirenents on anyone and does not
use [ RFC2119] keywords such as "MJST" and "SHOULD', except in
quotations fromthe original | KEv2 docunents. The requirenments are
given in the | KEv2 specification [IKEv2] and | KEv2 cryptographic

al gorithms docunent [I|KEv2ALG .

In this docunent, references to a nunbered section (such as "Section
2.15") nmean that section in [IKEv2]. References to nmailing |ist
messages or threads refer to the IPsec We nmailing |ist at

i psec@etf.org. Archives of the mailing list can be found at
<http://ww.ietf.org/mail-archive/web/ipsec/index. htm >.

Creating the | KE_SA
SPI Values in IKE_SA I NIT Exchange

Nor mal | KE nessages include the initiator’s and responder’s Security
Par anet er I ndexes (SPIs), both of which are non-zero, in the IKE
header. However, there are sone corner cases where the | KEv2
specification is not fully consistent about what val ues should be
used.

First, Section 3.1 says that the Responder’s SPI "...MJST NOT be zero
in any other nmessage" (than the first message of the IKE SAINT
exchange). However, the figure in Section 2.6 shows the second
IKE_ SA INIT nessage as "HDR(A 0), N(COXIE)", contradicting the text
in 3.1

Since the responder’s SPI identifies security-related state held by
the responder, and in this case no state is created, sending a zero
val ue seens reasonabl e.
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Second, in addition to cookies, there are several other cases when
the |KE_SA INIT exchange does not result in the creation of an | KE_SA
(for instance, |NVALI D KE PAYLCAD or NO PROPCSAL_CHOSEN). \hat
responder SPlI val ue should be used in the IKESAINT response in
this case?

Since the IKE_ SAINT request always has a zero responder SPlI, the
value will not be actually used by the initiator. Thus, we think
sending a zero value is correct also in this case.

If the responder sends a non-zero responder SPI, the initiator should
not reject the response only for that reason. However, when retrying
the IKESAINT request, the initiator will use a zero responder SPI
as described in Section 3.1: "Responder’s SPI [...] This value MJST
be zero in the first nmessage of an IKE Initial Exchange (including
repeats of that message including a cookie) [...]". W believe the
intent was to cover repeats of that nessage due to other reasons,
such as | NVALI D_KE_PAYLOAD, as well.

(Ref erences: "I NVALI D KE_PAYLOAD and clarifications docunment" thread,
Sep- Cct 2005.)

2.2. Message IDs for IKESA INIT Messages

The Message ID for IKE SAINT nessages is always zero. This
includes retries of the nessage due to responses such as COXXI E and
| NVALI D_KE_PAYLQAD.

This is because Message IDs are part of the | KE_SA state, and when
the responder replies to IKE_SAINT request with N(COXIE) or
N(I NVALI D_KE PAYLQAD), the responder does not allocate any state.

(Ref erences: "Question about N(COOKIE) and N(I NVALI D_KE_PAYLOAD)
conmbi nation" thread, Oct 2004. Tero Kivinen's nmail "Coments of
draft-eronen-ipsec-ikev2-clarifications-02.txt", 2005-04-05.)

2.3. Retransnissions of IKE SAINT Requests

When a responder receives an |KE_SA INIT request, it has to determnine
whet her the packet is a retransm ssion belonging to an existing
"hal f - open” I KE_SA (in which case the responder retransnits the sane
response), or a new request (in which case the responder creates a
new | KE_SA and sends a fresh response).

The specification does not describe in detail how this determnination
is done. In particular, it is not sufficient to use the initiator’s
SPI and/or |IP address for this purpose: two different peers behind a
singl e NAT coul d choose the sane initiator SPI (and the probability
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of this happening is not necessarily snmall, since | KEv2 does not
require SPIs to be chosen randomy). Instead, the responder should
do the I KE_SA | ookup using the whol e packet or its hash (or at the
m ni mum the Ni payl oad which is always chosen randonly).

For all other packets than IKE_ SA INT requests, |ooking up right

I KE_ SA is of course done based on the recipient’s SPI (either the
initiator or responder SPI depending on the value of the Initiator
bit in the I KE header).

2.4. Interaction of COOKIE and | NVALI D_KE PAYLOAD

There are two comon reasons why the initiator may have to retry the
| KE_SA I NIT exchange: the responder requests a cookie or wants a
different Diffie-Hellman group than was included in the KEi payl oad.
Both of these cases are quite sinple alone, but it is not totally
obvi ous what happens when they occur at the sane tine, that is, the
IKE_ SA INIT exchange is retried several tines.

The main question seens to be the following: if the initiator

recei ves a cookie fromthe responder, should it include the cookie in
only the next retry of the IKESAINT request, or in all subsequent
retries as well? Section 3.10.1 says that:

"This notification MIST be included in an |KE_ SA IN T request
retry if a COXKIE notification was included in the initial
response.”

This could be interpreted as saying that when a cookie is received in
the initial response, it is included in all retries. On the other
hand, Section 2.6 says that:

"Initiators who receive such responses MJST retry the
IKESAINIT with a Notify payload of type COOKIE containing
the responder supplied cookie data as the first payl oad and
al | other payl oads unchanged."

I ncluding the sane cookie in later retries nmakes sense only if the
"all other payl oads unchanged" restriction applies only to the first
retry, but not to subsequent retries.

It seens that both interpretations can peacefully coexist. If the

initiator includes the cookie only in the next retry, one additiona
roundtrip may be needed in sone cases:
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Initiator
HDR(A,0), SAI1, KE
HDR( A, 0), N(COXI E),
HDR(A, 0), SAi 1, KEi
HDR( A, 0), N( COKI E
An additional roundtri

retries,
For

cookie in all
functionality.
KEi

i nstance,
payl oads in cookie cal cul ation,
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Responder
, N -->
<-- HDR(A, 0), N(COXIE)
SAil, KEi, NN -->
<-- HDR(A, 0), N(INVALI D_KE_PAYLOAD)
", N -->
<-- HDR(A 0), N(COXIFE)
), SAll, KE',N -->
<-- HDR(A, B), SArl, KEr, Nr
p is needed also if the initiator includes the

but the responder does not support this
if the responder includes the SAil and
it will reject the request by

sendi ng a new cookie (see also Section 2.5 of this docunent for nore

text about invalid cookies):
Initiator Responder
HDR(A, 0), SAIl, KEi, Ni -->
<-- HDR(A, 0), N(COXIE)
HDR(A, 0), N(COXIE), SAil, KE, N -->
<-- HDR(A, 0), N(INVALI D_KE_PAYLOAD)
HDR(A, 0), N(COOKIE), SAi1, KE', N -->
<-- HDR(A, 0), N(COXIFE)
HDR(A, 0), N(COXIE ), SAil, KE',N -->
<-- HDR(A, B), SArl, KEr, Nr
I f both peers support including the cookie in all retries, a slightly
shorter exchange can happen:
Initiator Responder
HDR(A, 0), SAIl, KE, N -->
<-- HDR(A, 0), N(COXIE)
HDR(A, 0), N(COOKIE), SAi1, KE, N -->
<-- HDR(A, 0), N(INVALI D KE PAYLOAD)
HDR(A, 0), N(COXIE), SAil, KE', N -->
<-- HDR(A, B), SArl, KEr, Nr

Thi s docunent

shorter exchange, but

reconmends t hat

i mpl enent ati ons shoul d support this
it must not be assuned the other peer also

supports the shorter exchange.

Er onen & Hof f man
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In theory, even this exchange has one unnecessary roundtrip, as both
the cookie and Diffie-Hellmn group could be checked at the sane
tinme:

Initiator Responder
HDR(A, 0), SAi 1, KEi, Ni -->
<-- HDR(A 0), N(COXIE),
N( 1 NVALI D_KE_PAYLOAD)
HDR(A, 0), N(COXIE), SAil1, KE',N -->
<-- HDR(A, B), SArl, KEr, Nr

However, it is clear that this case is not allowed by the text in
Section 2.6, since "all other payloads" clearly includes the KE
payl oad as wel .

(References: "INVALI D KE PAYLOAD and cl arifications docunment™ thread,
Sep- Cct  2005.)

2.5. Invalid Cookies

There has been sone confusion what should be done when an IKE SAINT
request containing an invalid cookie is received ("invalid" in the
sense that its contents do not nmatch the val ue expected by the
responder).

The correct action is to ignore the cookie and process the nessage as
if no cookie had been included (usually this nmeans sending a response
containing a new cookie). This is shown in Section 2.6 when it says

"The responder in that case MAY reject the nessage by sendi ng anot her
response with a new cookie [...]"

O her possible actions, such as ignoring the whole request (or even
all requests fromthis I P address for sone tine), create strange
failure nodes even in the absence of any nmalicious attackers and do
not provide any additional protection against DoS attacks.

(References: "lInvalid Cookie" thread, Sep-Cct 2005.)
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3. Authentication
3.1. Data Included in AUTH Payl oad Cal cul ation

Section 2.15 descri bes how the AUTH payl oads are cal culated; this

cal culation involves values prf(SK pi,ID’') and prf(SK pr,IDr’). The
text describes the nethod in words, but does not give clear
definitions of what is signed or MACed (i.e., protected with a
nmessage aut hentication code).

The initiator’s signed octets can be described as:

InitiatorSignedCctets = Real Messagel | NonceRData | MACedl DFor
Genl KEHDR = [ four octets O if using port 4500 ] | Real | KEHDR
Real IKEHDR = SPlIi | SPIr | . . . | Length

Real Messagel = Real | KEHDR | Rest Of Messagel

NonceRPayl oad = Payl oadHeader | NonceRDat a

InitiatorlDPayl oad = Payl oadHeader | Rest O | DPayl oad

Rest Of I nit | DPayl oad = | DType | RESERVED | Initl DData

MACedl DFor| = prf(SK_pi, RestOlnitl DPayl oad)

The responder’s signed octets can be described as:

Responder Si gnedCct et s = Real Message2 | Noncel Data | MACedl DFor R
Genl KEHDR = [ four octets O if using port 4500 ] | Real | KEHDR
Real IKEHDR = SPli | SPIr | . . . | Length

Real Message?2 = Real | KEHDR | Rest Of Message?2

Noncel Payl oad = Payl oadHeader | Noncel Dat a

Responder | DPayl oad = Payl oadHeader | Rest Of | DPayl oad

Rest OF Respl DPayl oad = | DType | RESERVED | |nitl DData

MACedl DForR = prf (SK pr, Rest O Respl DPayl oad)

3.2. Hash Function for RSA Signatures

Section 3.8 says that RSA digital signature is "Conputed as specified
in section 2.15 using an RSA private key over a PKCS#1 padded hash."

Unli ke | KEvl, |KEv2 does not negotiate a hash function for the

| KE_SA. The algorithmfor signatures is selected by the signing
party who, in general, nmay not know beforehand what al gorithns the
verifying party supports. Furthernore, [|IKEv2ALE does not say what
algorithns inplenentations are required or recommended to support.
This clearly has a potential for causing interoperability problens,
since authentication will fail if the signing party selects an
algorithmthat is not supported by the verifying party, or not
acceptabl e according to the verifying party’s policy.
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This docunent recomends that all inplenmentations support SHA-1 and
use SHA-1 as the default hash function when generating the
signatures, unless there are good reasons (such as explicit manua
configuration) to believe that the peer supports sonething el se.

Not e that hash function collision attacks are not inportant for the
AUTH payl oads, since they are not intended for third-party
verification, and the data includes fresh nonces. See [HashUse] for
nor e di scussi on about hash function attacks and | Psec.

Anot her reasonabl e choice would be to use the hash function that was
used by the CA when signing the peer certificate. However, this does
not guarantee that the | KEv2 peer would be able to validate the AUTH
payl oad, because the sane code night not be used to validate
certificate signatures and | KEv2 nessage signatures, and these two
routi nes may support a different set of hash algorithnms. The peer
could be configured with a fingerprint of the certificate, or
certificate validation could be perforned by an external entity using
[SCVP]. Furthernore, not all CERT payl oads types include a
signature, and the certificate could be signed with sone al gorithm

ot her than RSA.

Note that unlike | KEvl, |KEv2 uses the PKCS#1 v1.5 [ PKCS1lv20]
signature encodi ng nethod (see next section for details), which

i ncludes the algorithmidentifier for the hash algorithm Thus, when
the verifying party receives the AUTH payload it can at |east

det ermi ne whi ch hash function was used

(References: Magnus Alstronmis mail "RE ", 2005-01-03. Pasi Eronen’s
reply, 2005-01-04. Tero Kivinen's reply, 2005-01-04. "First draft
of I KEv2.1" thread, Dec 2005/Jan 2006.)

3.3. Encoding Method for RSA Signatures

Section 3.8 says that the RSA digital signature is "Conputed as
specified in section 2.15 using an RSA private key over a PKCS#1
padded hash."

The PKCS#1 specification [ PKCS1lv21l] defines two different encoding
nmet hods (ways of "padding the hash") for signatures. However, the
Internet-Draft approved by the | ESG had a reference to the ol der
PKCS#1 v2.0 [ PKCS1v20]. That version has only one encodi ng net hod
for signatures (EMSA-PKCS1-v1l 5), and thus there is no anbiguity.
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Note that this encoding nethod is different fromthe encodi ng nethod
used in IKEvl. |If future revisions of |KEv2 provide support for

ot her encodi ng net hods (such as EMSA-PSS), they will be given new
Aut h Met hod nunbers.

(References: Pasi Eronen’s nmail "RE: ", 2005-01-04.)
3.4. ldentification Type for EAP

Section 3.5 defines several different types for identification
payl oads, including, e.g., ID FQN, |ID RFC822_ADDR, and |ID KEY_ID.
EAP [ EAP] does not nmandate the use of any particular type of
identifier, but often EAP is used with Network Access ldentifiers
(NAlI's) defined in [NAI]. Although NAls look a bit |ike enail
addresses (e.g., "joe@xanple.com'), the syntax is not exactly the
sanme as the syntax of emmil address in [RFC822]. This raises the
question of which identification type should be used.

Thi s docunent recomends that | D RFC822 ADDR identification type is
used for those NAls that include the real mconponent. Therefore,
responder inplenentations should not attenpt to verify that the
contents actually conformto the exact syntax given in [RFC822] or
[ RFC2822], but instead should accept any reasonabl e | ooki ng NAI.

For NAls that do not include the real mconponent, this docunent
reconmends using the D KEY_ID identification type.

(References: "need your help on this I KEv2/i18n/EAP issue" and "I KEv2
identifier issue with EAP" threads, Aug 2004.)

3.5. ldentity for Policy Lookups Wien Using EAP

When the initiator authentication uses EAP, it is possible that the
contents of the ID payload is used only for AAA routing purposes and
sel ecting which EAP nethod to use. This value nmay be different from
the identity authenticated by the EAP nethod (see [ EAP], Sections 5.1
and 7. 3).

It is inmportant that policy |ookups and access control decisions use
the actual authenticated identity. Oten the EAP server is

i npl emented in a separate AAA server that conmunicates with the | KEv2
responder using, e.g., RADIUS [RADEAP]. In this case, the
authenticated identity has to be sent fromthe AAA server to the

| KEv2 responder.

(References: Pasi Eronen’'s mail "RE: Reauthentication in |KEv2"

2004-10-28. "Policy |ookups" thread, Cct/Nov 2004. RFC 3748,
Section 7.3.)
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3.6. Certificate Encodi ng Types

Section 3.6 defines a total of twelve different certificate encoding
types, and continues that "Specific syntax is for some of the
certificate type codes above is not defined in this docunent."”
However, the text does not provide references to other docunents that
woul d contain information about the exact contents and use of those
val ues.

Wthout this information, it is not possible to devel op interoperable
i npl ementations. Therefore, this docunent recommends that the
followi ng certificate encodi ng val ues should not be used before new
specifications that specify their use are avail abl e.

PKCS #7 wrapped X 509 certificate
PGP Certificate

DNS Si gned Key

Ker ber os Token

SPKI Certificate

OO WN B

Thi s docunent recomends that nost inpl enentations should use only
t hose val ues that are "MJST"/"SHOULD' requirenents in [IKEv2]; i.e.
"X.509 Certificate - Signature"” (4), "Raw RSA Key" (11), "Hash and
URL of X. 509 certificate" (12), and "Hash and URL of X 509 bundl e"
(13).

Furthernore, Section 3.7 says that the "Certificate Encoding” field
for the Certificate Request payl oad uses the sanme val ues as for
Certificate payl oad. However, the contents of the "Certification
Authority" field are defined only for X 509 certificates (presunmably
covering at least types 4, 10, 12, and 13). This docunent recomends
that ot her val ues should not be used before new specifications that
specify their use are avail abl e.

The "Raw RSA Key" type needs one additional clarification. Section
3.6 says it contains "a PKCS #1 encoded RSA key". What this neans is
a DER-encoded RSAPublicKey structure from PKCS#1 [ PKCS1lv21].

3.7. Shared Key Authentication and Fi xed PRF Key Size

Section 2.15 says that "If the negotiated prf takes a fixed-size key,
the shared secret MUST be of that fixed size". This statenent is
correct: the shared secret nust be of the correct size. |If it is
not, it cannot be used; there is no padding, truncation, or other
processing involved to force it to that correct size
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This requirenment neans that it is difficult to use these pseudo-
random functions (PRFs) with shared key authentication. The authors
think this part of the specification was very poorly thought out, and
using PRFs with a fixed key size is likely to result in
interoperability problens. Thus, we reconmend that such PRFs shoul d
not be used with shared key authentication. PRF_AES128 XCBC

[ RFC3664] originally used fixed key sizes; that RFC has been updat ed
to handl e variable key sizes in [ RFC4434].

Note that Section 2.13 also contains text that is related to PRFs
with fixed key size: "Wen the key for the prf function has fixed

I ength, the data provided as a key is truncated or padded with zeros
as necessary unl ess exceptional processing is explained follow ng the
formula". However, this text applies only to the prf+ construction
so it does not contradict the text in Section 2.15.

(References: Paul Hoffrman’s mail "Re: ikev2-07: last nits"
2003-05-02. Hugo Krawczyk's reply, 2003-05-12. Thread "Question
about PRFs with fixed size key", Jan 2005.)

3.8. EAP Authentication and Fi xed PRF Key Size

As described in the previous section, PRFs with a fixed key size
require a shared secret of exactly that size. This restriction
applies also to EAP authentication. For instance, a PRF that
requires a 128-bit key cannot be used with EAP since [EAP] specifies
that the MSK is at |east 512 bits |ong.

(References: Thread "Question about PRFs with fixed size key", Jan
2005.)

3.9. Matching ID Payloads to Certificate Contents

In I KEvl, there was some confusion about whether or not the
identities in certificates used to authenticate IKE were required to
mat ch the contents of the ID payloads. The PKI 4l Psec Wrking G oup
produced the docunent [PKI 4l Psec] which covers this topic in nuch
nore detail. However, Section 3.5 of [IKEv2] explicitly says that
the 1D payl oad "does not necessarily have to match anything in the
CERT payl oad".
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3.

4.

4,

10. Message I Ds for | KE_AUTH Messages

According to Section 2.2, "The IKE_SA initial setup nessages will

al ways be nunbered 0 and 1." That is true when the | KE AUTH exchange
does not use EAP. \When EAP is used, each pair of nessages has their
message nunbers incremented. The first pair of AUTH nessages wil |
have an ID of 1, the second will be 2, and so on.

(Ref erences: "Question about MsglD in AUTH exchange" thread, Apri
2005.)

Creating CH LD SAs
1. Creating SAs with the CREATE CH LD SA Exchange

Section 1.3 s organi zati on does not |lead to clear understandi ng of
what is needed in which environnent. The section can be reorgani zed
wi th subsections for each use of the CREATE CH LD _SA exchange
(creating child SAs, rekeying | KE SAs, and rekeying child SAs.)

The new Section 1.3 with subsections and the above changes mni ght | ook
like the follow ng

NEW 1. 3 The CREATE_CHI LD_SA Exchange
The CREATE CHI LD SA Exchange is used to create new CH LD SAs and

to rekey both I KE_SAs and CH LD SAs. This exchange consi sts of
a single request/response pair, and sone of its function was

referred to as a phase 2 exchange in IKEvl. It MAY be initiated
by either end of the IKE SA after the initial exchanges are
conpl et ed.

Al'l messages following the initial exchange are
cryptographically protected using the cryptographic algorithns
and keys negotiated in the first two nessages of the | KE
exchange. These subsequent nessages use the syntax of the
Encrypt ed Payl oad described in section 3.14. Al subsequent
messages i nclude an Encrypted Payl oad, even if they are referred
toin the text as "enpty".

The CREATE CHI LD SA is used for rekeying | KE_SAs and CH LD SAs.
This section describes the first part of rekeying, the creation
of new SAs; Section 2.8 covers the nechanics of rekeying,
including nmoving traffic fromold to new SAs and the del eti on of
the old SAs. The two sections nust be read together to
understand the entire process of rekeying.
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Ei ther endpoint nay initiate a CREATE CH LD _SA exchange, so in
this section the terminitiator refers to the endpoint
initiating this exchange. An inplenentation MAY refuse all
CREATE_CHI LD _SA requests within an | KE_SA

The CREATE CHI LD SA request MAY optionally contain a KE payl oad
for an additional Diffie-Hellnman exchange to enabl e stronger
guar antees of forward secrecy for the CH LD SA or I KE_SA  The
keying material for the SAis a function of SK d established
during the establishnment of the | KE_SA the nonces exchanged
during the CREATE_CHI LD SA exchange, and the Diffie-Hell mn
value (if KE payloads are included in the CREATE CH LD SA
exchange). The details are described in sections 2.17 and 2. 18.

I f a CREATE_CH LD _SA exchange includes a KEi payload, at |east
one of the SA offers MJUST include the Diffie-Hellman group of
the KEi. The Diffie-Hellman group of the KEi MJST be an el enent
of the group the initiator expects the responder to accept
(additional Diffie-Hellnan groups can be proposed). |f the
responder rejects the Diffie-Hellman group of the KE payl oad,
the responder MJST reject the request and indicate its preferred
Diffie-Hell man group in the I NVALI D_KE PAYLQAD Notification

payl oad. In the case of such a rejection, the CREATE CH LD SA
exchange fails, and the initiator SHOULD retry the exchange with
a Diffie-Hellman proposal and KEi in the group that the
responder gave in the | NVALI D_KE_PAYLQAD.

.3.1 Creating New CH LD SAs with the CREATE CH LD _SA Exchange

A CH LD SA nmay be created by sending a CREATE CHI LD SA request.
The CREATE CHI LD SA request for creating a new CH LD SA is:

Initiator Responder
HDR, SK {[N+], SA, N, [KEi],
TSi, TSr} -->

The initiator sends SA offer(s) in the SA payl oad, a nonce in
the NI payload, optionally a Diffie-Hellman value in the KEi
payl oad, and the proposed traffic selectors for the proposed
CH LD SAin the TSi and TSr payl oads. The request can al so
contain Notify payl oads that specify additional details for the
CHI LD _SA: these include | PCOW_SUPPORTED, USE TRANSPORT MODE,
ESP_TFC_PADDI NG_NOT_SUPPCRTED, and NON_FI RST_FRAGMVENTS_ALSO.
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The CREATE CHI LD SA response for creating a new CHI LD SA is:

< - HDR SK {[N+], SA Nr,
[KEr], TSi, TSr}

The responder replies with the accepted offer in an SA payl oad,
and a Diffie-Hellnman value in the KEr payload if KE was
included in the request and the selected cryptographic suite

i ncludes that group. As with the request, optional Notification
payl oads can specify additional details for the CH LD SA

The traffic selectors for traffic to be sent on that SA are
specified in the TS payl oads in the response, which nmay be a
subset of what the initiator of the CH LD SA proposed.

The text about rekeying SAs can be found in Section 5.1 of this
docunent .

4.2. Creating an | KE_SA without a CH LD SA

CHI LD_SAs can be created either by being piggybacked on the | KE_AUTH
exchange, or using a separate CREATE CH LD _SA exchange. The
specification is not clear about what happens if creating the
CHI LD _SA during the | KE_AUTH exchange fails for sone reason.

Qur recomendation in this situation is that the IKE SAis created as
usual. This is also in line with how the CREATE_CHI LD SA exchange
works: a failure to create a CHI LD SA does not close the | KE _SA

The list of responses in the | KE AUTH exchange that do not prevent an
| KE_ SA frombeing set up include at |east the follow ng:
NO_PROPOSAL_CHOSEN, TS UNACCEPTABLE, SINGLE_PAI R REQUI RED,

| NTERNAL_ADDRESS FAI LURE, and FAI LED CP_REQUI RED

(References: "Questions about internal address” thread, April 2005.)
4.3. Diffie-Hellman for First CH LD SA

Section 1.2 shows that | KE_AUTH nessages do not contain KEi/KEr or

Ni / Nr payl oads. This inplies that the SA payl oad in | KE AUTH

exchange cannot contain Transform Type 4 (Diffie-Hellman Goup) wth

any other value than NONE. |nplenentations should probably |eave the
transformout entirely in this case.
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4.4. Extended Sequence Numbers (ESN) Transform

The description of the ESN transformin Section 3.3 has be proved
difficult to understand. The ESN transform has the foll ow ng
meani ng:

0 A proposal containing one ESN transformw th value 0 neans "do not
use extended sequence nunbers".

0 A proposal containing one ESN transformw th value 1 neans "use
ext ended sequence nunbers”

0 A proposal containing two ESN transforns with values 0 and 1 neans
"I support both normal and extended sequence nunbers, you choose"
(Qobviously this case is only allowed in requests; the response
will contain only one ESN transform)

In nost cases, the exchange initiator will include either the first
or third alternative in its SA payload. The second alternative is
rarely useful for the initiator: it neans that using normal sequence
nunbers is not acceptable (so if the responder does not support ESNs,
the exchange will fail w th NO PROPCSAL_CHOSEN)

Note that including the ESN transformis nmandatory when creating
ESP/ AH SAs (it was optional in earlier drafts of the | KEv2
speci fication).

(Ref erences: "Technical change needed to | KEv2 before publication”
"STRAW PCLL: Dealing with the ESN negotiation interop issue in | KEv2"
and "Results of straw poll regarding: I KEv2 interoperability issue"

t hreads, March-April 2005.)

4.5. Negotiation of ESP_TFC_PADDI NG NOT_SUPPORTED

The description of ESP_TFC PADDI NG NOT_SUPPORTED notification in
Section 3.10.1 says that "This notification asserts that the sending
endpoint will NOT accept packets that contain Flow Confidentiality
(TFC) paddi ng".

However, the text does not say in which nmessages this notification
shoul d be included, or whether the scope of this notification is a
single CH LD SA or all CHI LD SAs of the peer

Qur interpretation is that the scope is a single CH LD SA, and thus
this notification is included in nmessages contai ning an SA payl oad
negotiating a CHILD SA. If neither endpoint accepts TFC paddi ng,

this notification will be included in both the request proposing an
SA and the response accepting it. |If this notification is included
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in only one of the nessages, TFC padding can still be sent in one
direction.

4.6. Negotiation of NON_FI RST_FRAGVENTS_ALSO

NON_FI RST_FRAGVENTS ALSO notification is described in Section 3.10.1
simply as "Used for fragnmentation control. See [RFC4301] for
expl anation."

[ RFC4301] says "Inplenmentations that will transnmit non-initial
fragments on a tunnel node SA that makes use of non-trivial port (or

| CMP type/ code or MH type) selectors MIST notify a peer via the |KE
NOTI FY NON_FI RST_FRAGVENTS ALSO payl oad. The peer MJST reject this
proposal if it will not accept non-initial fragnents in this context.
If an inplenentation does not successfully negotiate transnission of
non-initial fragments for such an SA, it MJST NOT send such fragments
over the SA "

However, it is not clear exactly how the negotiation works. Qur
interpretation is that the negotiation works the sane way as for

| PCOVP_SUPPORTED and USE_TRANSPORT_MODE: sendi ng non-first fragnents
is enabled only if NON _FI RST_FRAGVENTS ALSO notification is included
in both the request proposing an SA and the response accepting it.

In other words, if the peer "rejects this proposal", it only omts
NON_FI RST_FRAGVENTS _ALSO notification fromthe response, but does not
reject the whole CH LD SA creation.

4.7. Semantics of Conplex Traffic Sel ector Payl oads

As described in Section 3.13, the TSi/TSr payl oads can include one or
nore individual traffic selectors

There is no requirenment that TSi and TSr contain the sanme nunber of

i ndividual traffic selectors. Thus, they are interpreted as foll ows:
a packet matches a given TSi/TSr if it matches at |east one of the

i ndi vi dual selectors in TSi, and at |east one of the individua
selectors in TSr.

For instance, the following traffic selectors:

TSi = ((17, 100, 192.0.1.66-192.0. 1. 66),
(17, 200, 192.0.1.66-192.0.1.66))

TSr = ((17, 300, 0.0.0.0-255.255. 255, 255)
(17, 400, 0.0.0.0-255. 255, 255. 255))

woul d mat ch UDP packets from 192.0.1.66 to anywhere, with any of the

four conbinations of source/destination ports (100,300), (100, 400),
(200, 300), and (200, 400).
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This inplies that sone types of policies nmay require several CH LD SA
pairs. For instance, a policy matching only source/destination ports
(100, 300) and (200, 400), but not the other two conbi nations, cannot
be negotiated as a single CH LD SA pair using | KEv2.

(References: "IKEv2 Traffic Selectors?" thread, Feb 2005.)
4.8. |1 CWP Type/Code in Traffic Sel ector Payl oads

The traffic selector types 7 and 8 can also refer to | CMP type and
code fields. As described in Section 3.13.1, "For the | CMP protocol
the two one-octet fields Type and Code are treated as a single 16-bit
integer (with Type in the nost significant eight bits and Code in the
| east significant eight bits) port nunber for the purposes of
filtering based on this field."

Since | CWP packets do not have separate source and destination port
fields, there is sone room for confusion what exactly the four TS
payl oads (two in the request, two in the response, each containing
both start and end port fields) should contain.

The answer to this question can be found from[RFC4301] Section
4.4.1. 3.

To give a concrete exanple, if a host at 192.0.1.234 wants to create
a transport node SA for sending "Destination Unreachabl e" packets
(ICvPv4 type 3) to 192.0.2.155, but is not willing to receive them
over this SA pair, the CREATE CHI LD SA exchange woul d I ook Iike this:

Initiator Responder

HDR, SK { N(USE_TRANSPORT MODE), SA, N,
TSi (1, 0x0300-0x03FF, 192.0.1.234-192.0.1.234),
TSr(1, 65535-0, 192.0.2.155-192.0.2.155) } -->

<-- HDR, SK { N(USE_TRANSPORT_MODE), SA, Nr,
TSi (1, 0x0300- 0X03FF, 192.0.1.234-192.0. 1.234),
TSr(1, 65535-0, 192.0.2.155-192.0.2.155) }

Since | KEv2 always creates IPsec SAs in pairs, two SAs are al so
created in this case, even though the second SA is never used for
data traffic.

An exchange creating an SA pair that can be used both for sending and

receiving "Destination Unreachabl e" places the sanme value in all the
port:
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Initiator Responder

HDR, SK { N(USE_TRANSPORT_MODE), SA, Ni,
TSi (1, 0x0300-0x03FF, 192.0.1.234-192.0.1.234),
TSr(1, 0x0300-0x03FF, 192.0.2.155-192.0.2.155) } -->

<-- HDR, SK { N(USE_TRANSPORT_MOXDE), SA, Nr,
TSi (1, 0x0300- 0X03FF, 192.0.1.234-192.0.1.234),
TSr(1, 0x0300-0x03FF, 192.0.2.155-192.0.2.155) }

(References: "ICMP and WH TSs for | KEv2" thread, Sep 2005.)
4.9. Mbility Header in Traffic Sel ector Payl oads

Traffic selectors can use IP Protocol 1D 135 to match the | Pv6
mobility header [MPv6]. However, the |IKEv2 specification does not
define how to represent the "MH Type" field in traffic selectors.

At sonme point, it was expected that this will be defined in a
separate docunment |ater. However, [RFC4301] says that "For |IKE, the
| Pv6 nobility header nessage type (MH type) is placed in the nost
significant eight bits of the 16 bit local "port" selector". The
direction semantics of TSi/TSr port fields are the same as for | CW
and are described in the previous section

(References: Tero Kivinen's mail "lssue #86: Add |Pv6 nobility header
nmessage type as selector"”, 2003-10-14. "ICWP and MH TSs for | KEv2"
thread, Sep 2005.)

4.10. Narrowing the Traffic Selectors

Section 2.9 describes how traffic selectors are negoti ated when
creating a CH LD SA. A nore concise summary of the narrow ng process
is presented bel ow.

o If the responder’s policy does not allow any part of the traffic
covered by TSi/TSr, it responds with TS UNACCEPTABLE

o If the responder’s policy allows the entire set of traffic covered
by TSi/TSr, no narrowi ng i s necessary, and the responder can
return the sanme TSi/TSr val ues

0 Oherwise, narrowing is needed. |If the responder’s policy allows
all traffic covered by TSi[1]/TSr[1] (the first traffic selectors
in TSi/TSr) but not entire TSi/TSr, the responder narrows to an
accept abl e subset of TSi/TSr that includes TSi[1]/TSr[1].
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o |If the responder’s policy does not allow all traffic covered by
TSi[1]/TSr[1], but does allow sonme parts of TSi/TSr, it narrows to
an acceptabl e subset of TSi/TSr

In the last two cases, there may be several subsets that are
acceptable (but their union is not); in this case, the responder
arbitrarily chooses one of them and includes ADDI TI ONAL_TS PCSSI BLE
notification in the response.

4.11. SINGLE_PAI R_REQUI RED

The description of the SINGLE PAIR REQUI RED notify payl oad in
Sections 2.9 and 3.10.1 is not fully consistent.

We do not attenpt to describe this payload in this docunent either
since it is expected that nost inplenmentations will not have policies
that require separate SAs for each address pair.

Thus, if only sone part (or parts) of the TSi/TSr proposed by the
initiator is (are) acceptable to the responder, nost responders
should sinply narrow TSi/TSr to an acceptabl e subset (as described in
the I ast two paragraphs of Section 2.9), rather than use

SI NGLE_PAI R_REQUI RED

4.12. Traffic Selectors Violating Owm Policy

Section 2.9 describes traffic selector negotiation in great detail.
One aspect of this negotiation that may need sone clarification is
that when creating a new SA, the initiator should not propose traffic
selectors that violate its own policy. |If this rule is not followed,
valid traffic nmay be dropped.

This is best illustrated by an exanple. Suppose that host A has a
policy whose effect is that traffic to 192.0.1.66 is sent via host B
encrypted using Advanced Encryption Standard (AES), and traffic to
all other hosts in 192.0.1.0/24 is also sent via B, but encrypted
using Triple Data Encryption Standard (3DES). Suppose al so that host
B accepts any conbi nati on of AES and 3DES.

If host A now proposes an SA that uses 3DES, and includes TSr
containing (192.0.1.0-192.0.1.0.255), this will be accepted by host

B. Now, host B can also use this SAto send traffic from 192.0. 1. 66,
but those packets will be dropped by A since it requires the use of
AES for those traffic. Even if host A creates a new SA only for
192.0.1.66 that uses AES, host B may freely continue to use the first
SA for the traffic. |In this situation, when proposing the SA host A
shoul d have followed its own policy, and included a TSr containing
((192.0.1.0-192.0.1.65),(192.0.1.67-192.0. 1. 255)) instead.
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In general, if (1) the initiator makes a proposal "for traffic X
(TSi/TSr), do SA", and (2) for sone subset X of X, the initiator
does not actually accept traffic X with SA, and (3) the initiator
would be willing to accept traffic X with some SA (!=SA), valid
traffic can be unnecessarily dropped since the responder can apply
either SA or SA to traffic X

(References: "Question about "narrowing" ..." thread, Feb 2005.
"I KEv2 needs a "policy usage node"..." thread, Feb 2005. "IKEv2
Traffic Selectors?" thread, Feb 2005. "IKEv2 traffic selector

negoti ati on exanpl es”, 2004-08-08.)
4,13. Traffic Selector Authorization

| KEv2 relies on information in the Peer Authorization Database (PAD)
when determ ning what kind of | Psec SAs a peer is allowed to create.
This process is described in [ RFC4301] Section 4.4.3. \Wen a peer
requests the creation of an IPsec SA with sone traffic selectors, the
PAD nust contain "Child SA Authorization Data" linking the identity
aut henticated by | KEv2 and the addresses permtted for traffic

sel ectors.

For exanple, the PAD mi ght be configured so that authenticated
identity "sgw23.exanple.cont is allowed to create | Psec SAs for
192.0.2.0/ 24, nmeaning this security gateway is a valid
"representative" for these addresses. Host-to-host |Psec requires
simlar entries, linking, for exanple, "fooserver4.exanple.com wth
192.0.1.66/32, neaning this identity a valid "owner" or
"representative" of the address in question.

As noted in [RFC4301], "It is necessary to inpose these constraints
on creation of child SAs to prevent an authenticated peer from
spoofing I Ds associated with other, legitimte peers.” 1In the

exanpl e gi ven above, a correct configuration of the PAD prevents
sgw23 fromcreating I Psec SAs with address 192.0.1.66 and prevents
fooserver4 fromcreating I Psec SAs with addresses from 192.0. 2. 0/ 24.

It is inmportant to note that sinply sending | KEv2 packets using some
particul ar address does not inply a pernission to create |Psec SAs
with that address in the traffic selectors. For exanple, even if
sgw23 woul d be able to spoof its IP address as 192.0.1.66, it could
not create | Psec SAs matching fooserver4's traffic.

The | KEv2 specification does not specify how exactly |IP address

assi gnnent using configuration payloads interacts with the PAD. Qur
interpretation is that when a security gateway assigns an address
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5.

5.

using configuration payloads, it also creates a tenporary PAD entry
linking the authenticated peer identity and the newy allocated inner
addr ess.

It has been recogni zed that configuring the PAD correctly may be
difficult in some environments. For instance, if IPsec is used
between a pair of hosts whose addresses are allocated dynamically
usi ng Dynami ¢ Host Configuration Protocol (DHCP), it is extrenely
difficult to ensure that the PAD specifies the correct "owner" for
each I P address. This would require a nmechanismto securely convey
address assignnents fromthe DHCP server and link themto identities
aut henti cated using | KEv2.

Due to this linitation, sonme vendors have been known to configure
their PADs to allow an authenticated peer to create | Psec SAs with
traffic selectors containing the sane address that was used for the

| KEv2 packets. 1In environnents where |P spoofing is possible (i.e.

al nost everywhere) this essentially allows any peer to create |Psec
SAs with any traffic selectors. This is not an appropriate or secure
configuration in nost circunstances. See [Aura05] for an extensive
di scussion about this issue, and the linitations of host-to-host

| Psec in general

Rekeyi ng and Del eti ng SAs
1. Rekeying SAs with the CREATE CH LD SA Exchange

Conti nued from Section 4.1 of this docunent.

NEW 1. 3. 2 Rekeying I KE SAs with the CREATE CH LD SA Exchange

The CREATE_CHI LD SA request for rekeying an |KE_SA is:

Initiator Responder

HDR, SK {SA, N, [KE]} -->
The initiator sends SA offer(s) in the SA payload, a nonce in
the N payload, and optionally a Diffie-Hellman value in the KE
payl oad.
The CREATE CHI LD SA response for rekeying an IKE SA is:

<-- HDR, SK {SA, Nr, [KEr]}
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The responder replies (using the sane Message I D to respond)
with the accepted offer in an SA payload, a nonce in the Nr
payl oad, and, optionally, a Diffie-Hellnman value in the KEr
payl oad.

The new | KE_SA has its nessage counters set to 0, regardl ess of
what they were in the earlier IKE_SA. The wi ndow size starts at
1 for any new |KE_SA. The new initiator and responder SPlIs are
supplied in the SPI fields of the SA payl oads.

NEW 1. 3. 3 Rekeying CH LD SAs with the CREATE_CH LD _SA Exchange

5.2.

The CREATE CHI LD SA request for rekeying a CH LD SA is:

Initiator Responder
HDR, SK {N(REKEY_SA), [N+], SA,
Ni, [KE], TSi, TSr} -->

The |l eading Notify payl oad of type REKEY_SA identifies the

CHI LD _SA being rekeyed, and it contains the SPI that the initiator
expects in the headers of inbound packets. |In addition, the
initiator sends SA offer(s) in the SA payload, a nonce in the Ni
payl oad, optionally a Diffie-Hellman value in the KE payl oad,

and the proposed traffic selectors in the TSi and TSr payl oads.
The request can also contain Notify payl oads that specify
additional details for the CH LD _SA

The CREATE CHI LD _SA response for rekeying a CH LD SA is:

<-- HDR, SK {[N+], SA, Nr,
[KEr], TSi, TSr}

The responder replies with the accepted offer in an SA payl oad,
and a Diffie-Hellman value in the KEr payload if KE was
included in the request and the selected cryptographic suite

i ncl udes that group

The traffic selectors for traffic to be sent on that SA are
specified in the TS payl oads in the response, which nmay be a
subset of what the initiator of