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Status of this Menp

This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlinted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
| ESG Not e

The PPTP protocol was devel oped by a vendor consortium The
docunentati on of PPTP is provided as information to the Internet
community. The PPP W5 is currently defining a Standards Track
protocol (L2TP) for tunneling PPP across packet-sw tched networks.

Abst r act

Thi s docunent specifies a protocol which allows the Point to Point
Protocol (PPP) to be tunneled through an I P network. PPTP does not
specify any changes to the PPP protocol but rather describes a new
vehicle for carrying PPP. A client-server architecture is defined in
order to decouple functions which exist in current Network Access
Servers (NAS) and support Virtual Private Networks (VPNs). The PPTP
Net work Server (PNS) is envisioned to run on a general purpose
operating systemwhile the client, referred to as a PPTP Access
Concentrator (PAC) operates on a dial access platform PPTP
specifies a call-control and managenent protocol which allows the
server to control access for dial-in circuit switched calls
originating froma PSTN or ISDN or to initiate outbound circuit-
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swi tched connections. PPTP uses an enhanced GRE (Ceneric Routing
Encapsul ati on) mechanismto provide a flow and congestion-controlled
encapsul at ed dat agram service for carrying PPP packets.

Speci fication of Requirenents

In this docunent, the key words "MAY", "MJST, "MJST NOI*, "optional"
"recommended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [12].

The words "silently discard", when used in reference to the behavior
of an inplenentation upon receipt of an incom ng packet, are to be
interpreted as follows: the inplenentation discards the datagram

wi t hout further processing, and without indicating an error to the
sender. The inplenentati on SHOULD provide the capability of |ogging
the error, including the contents of the discarded datagram and
SHOULD record the event in a statistics counter
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1. Introduction

PPTP al | ows existing Network Access Server (NAS) functions to be
separated using a client-server architecture. Traditionally, the
followi ng functions are inplenented by a NAS

1) Physical native interfacing to PSTN or |1SDN and control of
external nodens or term nal adapters.

A NAS nay interface directly to a telco analog or digita
circuit or attach via an external nodem or term nal adapter
Control of a circuit-switched connection is acconplished with
ei ther nodem control or DSS1 | SDN call control protocols.

The NAS, in conjunction with the nodem or term nal adapters,
may performrate adaption, analog to digital conversion, sync
to async conversion or a nunber of other alterations of data
streans.
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1

2) Logical term nation of a Point-to-Point-Protocol (PPP) Link
Control Protocol (LCP) session.

3) Participation in PPP authentication protocols [3,9,10].

4) Channel aggregation and bundl e managenent for PPP Multilink
Pr ot ocol

5) Logical termination of various PPP network control protocols
(NCP) .

6) Multiprotocol routing and bridging between NAS interfaces.

PPTP di vi des these functions between the PAC and PNS. The PAC is
responsible for functions 1, 2, and possibly 3. The PNS may be
responsible for function 3 and is responsible for functions 4, 5, and
6. The protocol used to carry PPP protocol data units (PDUs) between
the PAC and PNS, as well as call control and nmanagenent is addressed
by PPTP.

The decoupling of NAS functions offers these benefits:

Fl exi bl e I P address managenent. Dial-in users nmay maintain a
single I P address as they dial into different PACs as |ong as they
are served froma common PNS. If an enterprise network uses

unregi stered addresses, a PNS associated with the enterprise

assi gns addresses neaningful to the private network.

Support of non-1P protocols for dial networks behind I P networks.
This allows Appletalk and I PX, for exanple to be tunnel ed through
an | P-only provider. The PAC need not be capabl e of processing

t hese protocol s.

A solution to the "nultilink hunt-group splitting" problem
Multilink PPP, typically used to aggregate | SDN B channel s,
requires that all of the channels conposing a nultilink bundle be
grouped at a single NAS. Since a nmultilink PPP bundl e can be
handl ed by a single PNS, the channels conprising the bundle nay be
spread across nultiple PACs.

Prot ocol CGoals and Assunptions

The PPTP protocol is inplenented only by the PAC and PNS. No ot her
systens need to be aware of PPTP. Dial networks may be connected to a
PAC wi t hout being aware of PPTP. Standard PPP client software should
continue to operate on tunneled PPP |inks.
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PPTP can al so be used to tunnel a PPP session over an |P network. In
this configuration the PPTP tunnel and the PPP session runs between
the same two nachines with the caller acting as a PNS

It is envisioned that there will be a many-to-many rel ati onship

bet ween PACs and PNSs. A PAC may provide service to many PNSs. For
exanpl e, an Internet service provider nay choose to support PPTP for
a nunber of private network clients and create VPNs for them Each
private network may operate one or nore PNSs. A single PNS may
associate with many PACs to concentrate traffic froma |arge nunber
of geographically diverse sites.

PPTP uses an extended version of GRE to carry user PPP packets. These
enhancenents allow for | owlevel congestion and flow control to be
provided on the tunnels used to carry user data between PAC and PNS
This mechanismallows for efficient use of the bandw dth avail abl e
for the tunnels and avoi ds unnecessary retransm sions and buffer
overruns. PPTP does not dictate the particular algorithns to be used
for this low level control but it does define the paraneters that
nmust be comunicated in order to allow such algorithns to work
Suggested al gorithnms are included in section 4.

1.2. Term nol ogy
Anal og Channel

A circuit-sw tched conmunication path which is intended to carry
3.1 Khz audio in each direction.

Di gital Channe

A circuit-sw tched comunication path which is intended to carry
digital information in each direction

Cal |
A connection or attenpted connection between two term na
endpoints on a PSTN or ISDN -- for exanple, a tel ephone cal
bet ween two nodens.

Control Connection
A control connection is created for each PAC, PNS pair and

operates over TCP [4]. The control connection governs aspects of
the tunnel and of sessions assigned to the tunnel
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D al User

An end-system or router attached to an on-dermand PSTN or | SDN
which is either the initiator or recipient of a call.

Net wor k Access Server (NAS)

A device providing tenporary, on-dermand network access to users.
This access is point-to-point using PSTN or | SDN I|ines.

PPTP Access Concentrator (PAC

A device attached to one or nore PSTN or | SDN |ines capable of PPP

operation and of handling the PPTP protocol. The PAC need only
i npl ement TCP/IP to pass traffic to one or nore PNSs. It nmay al so
tunnel non-I1P protocols.

PPTP Network Server (PNS)

A PNS is envisioned to operate on general - purpose conputing/ server
pl atforns. The PNS handl es the server side of the PPTP protocol
Since PPTP relies conpletely on TCP/IP and is independent of the
interface hardware, the PNS nay use any conbination of IP
interface hardware including LAN and WAN devi ces.

Sessi on

PPTP is connection-oriented. The PNS and PAC maintain state for
each user that is attached to a PAC. A session is created when

end-to-end PPP connection is attenpted between a dial user and the

PNS. The datagrans related to a session are sent over the tunne
bet ween the PAC and PNS

Tunnel

A tunnel is defined by a PNS-PAC pair. The tunnel protocol is
defined by a nodified version of GRE[1,2]. The tunnel carries
PPP dat agranms between the PAC and the PNS. Many sessions are
mul ti pl exed on a single tunnel. A control connection operating
over TCP controls the establishment, rel ease, and mai nt enance of
sessions and of the tunnel itself.

Pr ot ocol Overvi ew

There are two parallel conponents of PPTP: 1) a Control Connection
bet ween each PAC-PNS pair operating over TCP and 2) an |IP tunne
operating between the same PAC-PNS pair which is used to transport
GRE encapsul ated PPP packets for user sessions between the pair.
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1.3.1. Control Connection Overview

Bef ore PPP tunneling can occur between a PAC and PNS, a control
connection nmust be established between them The control connection
is a standard TCP session over which PPTP call control and nmanagenent
information is passed. The control session is logically associated
with, but separate from the sessions being tunneled through a PPTP

tunnel. For each PAC- PNS pair both a tunnel and a control connection
exi st. The control connection is responsible for establishnment,
managenent, and rel ease of sessions carried through the tunnel. It is

the means by which a PNS is notified of an incomng call at an
associ ated PAC, as well as the nmeans by which a PACis instructed to
pl ace an outgoing dial call.

A control connection can be established by either the PNS or the PAC
Fol I owi ng the establishnent of the required TCP connection, the PNS
and PAC establish the control connection using the Start-Control -
Connecti on- Request and -Reply nessages. These nessages are al so used
to exchange i nformati on about basic operating capabilities of the PAC
and PNS. Once the control connection is established, the PAC or PNS
may initiate sessions by requesting outbound calls or responding to

i nbound requests. The control connection nay communi cate changes in
operating characteristics of an individual user session with a Set-

Li nk-I nfo nessage. |ndividual sessions may be rel eased by either the
PAC or PNS, also through Control Connection nessages.

The control connection itself is naintained by keep-alive echo
messages. This ensures that a connectivity failure between the PNS
and the PAC can be detected in a tinely manner. Qther failures can be
reported via the

Wan- Error-Notify nessage, also on the control connection

It is intended that the control connection will also carry managenent
rel ated messages in the future, such as a nmessage allowi ng the PNS to
request the status of a given PAC, these nessage types have not yet
been defi ned.

1.3.2. Tunnel Protocol Overview

PPTP requires the establishment of a tunnel for each conmunicating
PNS- PAC pair. This tunnel is used to carry all user session PPP
packets for sessions involving a given PNS-PAC pair. A key which is
present in the GRE header indicates which session a particular PPP
packet bel ongs to.
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In this nmanner, PPP packets are nultiplexed and denultipl exed over a
single tunnel between a given PNS-PAC pair. The value to use in the
key field is established by the call establishnent procedure which

t akes place on the control connection.

The GRE header al so contai ns acknow edgnent and sequenci ng
information that is used to perform sone |evel of congestion-contro
and error detection over the tunnel. Again the control connection is
used to deternmine rate and buffering paraneters that are used to
regul ate the flow of PPP packets for a particul ar session over the
tunnel . PPTP does not specify the particular algorithnms to use for
congestion-control and flowcontrol. Suggested algorithns for the
determ nati on of adaptive tinme-outs to recover from dropped data or
acknow edgnments on the tunnel are included in section 4.4 of this
docunent .

1.4. Message Format and Protocol Extensibility

PPTP defines a set of nessages sent as TCP data on the control
connection between a PNS and a given PAC. The TCP session for the
control connection is established by initiating a TCP connection to
port 1723 [6]. The source port is assigned to any unused port numnber.

Each PPTP Control Connection nessage begins with an 8 octet fixed
header portion. This fixed header contains the following: the tota
| ength of the nessage, the PPTP Message Type indicator, and a "Magic
Cooki e".

Two Control Connection nessage types are indicated by the PPTP
Message Type field:

1 - Control Message
2 - Managenent Message

Management nessages are currently not defined

The Magi ¢ Cookie is always sent as the constant Ox1A2B3C4D. Its
basic purpose is to allow the receiver to ensure that it is properly
synchroni zed with the TCP data stream |t should not be used as a
means for resynchronizing the TCP data streamin the event that a
transmitter issues an inproperly formatted nessage. Loss of
synchroni zation nmust result in imediate closing of the contro
connection’s TCP session.

For clarity, all Control Connection nessage tenplates in the next

section include the entire PPTP Control Connection nessage header.
Nunmber s preceded by Ox are hexadeci mal val ues.
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The currently defined Control Messages, grouped by function, are:
Control Message Message Code

(Control Connection Managenent)

Start - Control - Connecti on- Request 1
Start-Control - Connecti on- Reply 2
St op- Cont r ol - Connect i on- Request 3
St op- Cont r ol - Connecti on- Repl y 4
Echo- Request 5
Echo- Repl y 6
(Call Managenent)

Qut goi ng- Cal | - Request 7
Qut goi ng- Cal | - Repl y 8
I ncom ng- Cal | - Request 9
I ncom ng-Cal | - Reply 10
I ncomi ng- Cal | - Connect ed 11
Cal | - d ear - Request 12
Cal | - Di sconnect-Notify 13
(Error Reporting)

WAN- Error-Noti fy 14
(PPP Session Control)

Set-Li nk-Info 15

The Start-Control - Connecti on- Request and - Reply nessages deternine
whi ch version of the Control Connection protocol will be used. The
versi on nunber field carried in these nessages consists of a version
nunber in the high octet and a revision nunber in the | ow octet.
Version handling is described in section 2. The current value of the
version nunber field is 0x0100 for version 1, revision 0.

The use of the GRE-1ike header for the encapsul ation of PPP user
packets is specified in section 4. 1.

The MIU for the user data packets encapsulated in GRE is 1532 octets,
not including the I P and GRE headers.
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2. Control Connection Protocol Specification

Control Connection nessages are used to establish and cl ear user
sessions. The first set of Control Connection nessages are used to
mai ntain the control connection itself. The control connection is
initiated by either the PNS or PAC after they establish the
underlying TCP connection. The procedure and configuration
information required to deterni ne which TCP connections are
established is not covered by this protocol.

The follow ng Control Connection nessages are all sent as user data
on the established TCP connection between a given PNS-PAC pair. Note
that care has been taken to ensure that all word (2 octet) and

| ongword (4 octet) val ues begin on appropriate boundaries. Al data
is sent in network order (high order octets first). Any "reserved"
fields MIUST be sent as 0 values to allow for protocol extensibility.

2.1. Start-Control -Connecti on- Request

The Start-Control - Connecti on-Request is a PPTP control nessage used
to establish the control connection between a PNS and a PAC. Each
PNS- PAC pair requires a dedicated control connection to be
established. A control connection nust be established before any
ot her PPTP nessages can be issued. The establishnment of the contro
connection can be initiated by either the PNS or PAC. A procedure
whi ch handl es the occurrence of a collision between PNS and PAC
Start-Control - Connection-Requests is described in section 3.1.3.
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Length

PPTP Message Type

Magi ¢ Cooki e

Control Message Type
ReservedO

Pr ot ocol Version

Reservedl

Total length in octets of this PPTP
message, including the entire PPTP
header .

1 for Control Message.

0x1A2B3C4D. This constant value is used
as a sanity check on received nessages
(see section 1.4).

1 for Start-Control-Connection-Request.
This field MIST be O.

The version of the PPTP protocol that the
sender wi shes to use.

This field MJST be O.
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Franmi ng Capabilities

Bearer Capabilities

Maxi mum Channel s

Fi rmvar e Revi si on

Host Nane

Vendor Nane

A set of bits indicating the type of franing
that the sender of this nmessage can provide
The currently defined bit settings are:

1 - Asynchronous Fram ng supported
2 - Synchronous Fram ng supported

A set of bits indicating the bearer
capabilities that the sender of this nmessage
can provide. The currently defined bit
settings are:

1 - Anal og access supported
2 - Digital access supported

The total nunmber of individual PPP sessions
this PAC can support. |In Start-Control -
Connecti on- Requests issued by the PNS, this
val ue SHOULD be set to 0. It MJST be

i gnored by the PAC

This field contains the firmvare revision
nunber of the issuing PAC, when issued by
the PAC, or the version of the PNS PPTP
driver if issued by the PNS

A 64 octet field containing the DNS name of
the issuing PAC or PNS. If less than 64
octets in length, the renmainder of this
field SHOULD be filled with octets of val ue
0.

A 64 octet field containing a vendor
specific string describing the type of PAC
bei ng used, or the type of PNS software
being used if this request is issued by the
PNS. If less than 64 octets in length, the
remai nder of this field SHOULD be filled
with octets of val ue O.

2.2. Start-Control-Connection-Reply

The Start-Control -Connection-Reply is a PPTP control nessage sent in
reply to a received Start-Control - Connecti on- Request nessage. This
message contains a result code indicating the result of the contro
connection establishnent attenpt.

Hanzeh, et al
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Length

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Pr ot ocol Version

Result Code

Hanzeh, et al.

Total length in octets of this PPTP nessage,
i ncluding the entire PPTP header.

1 for Control Message.

Ox1A2B3CAD.

2 for Start-Control-Connection-Reply.
This field MJST be O.

The version of the PPTP protocol that the
sender w shes to use.

Indicates the result of the command channel
establishnent attenpt. Current valid Result
Code val ues are:

1 - Successful channel establishnment

2 - General error -- Error Code
i ndi cates the problem

I nf or mat i onal [ Page 13]



RFC 2637 Poi nt -t 0- Poi nt Tunnel i ng Protocol (PPTP) July 1999

Error Code

Fram ng Capabilities

Bearer Capabilities

Maxi mnum Channel s

Fi rmmnar e Revi si on

Hanzeh, et al

3 - Command channel already exists;

4 - Requester is not authorized to
establish a command channe

5 - The protocol version of the
requester is not supported

This field is set to 0 unless a "Genera
Error" exists, in which case Result Code is
set to 2 and this field is set to the val ue
corresponding to the general error condition
as specified in section 2.2.

A set of bits indicating the type of franing
that the sender of this nessage can provide
The currently defined bit settings are:

1 - Asynchronous Fram ng supported
2 - Synchronous Fram ng support ed.

A set of bits indicating the bearer
capabilities that the sender of this nessage
can provide. The currently defined bit
settings are:

1 - Anal og access supported
2 - Digital access supported

The total nunber of individual PPP sessions
this PAC can support. |In a Start-Control -
Connection-Reply issued by the PNS, this
val ue SHOULD be set to 0 and it nust be

i gnored by the PAC. The PNS MUST NOT use
this value to try to track the remaining
nunber of PPP sessions that the PAC will
al | ow.

This field contains the firmwvare revision

nunber of the issuing PAC, or the version of
the PNS PPTP driver if issued by the PNS
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Host Name A 64 octet field containing the DNS nane of
the issuing PAC or PNS. If less than 64
octets in length, the remainder of this
field SHOULD be filled with octets of val ue
0.

Vendor Name A 64 octet field containing a vendor
specific string describing the type of PAC
bei ng used, or the type of PNS software
being used if this request is issued by the
PNS. If less than 64 octets in length, the
remai nder of this field SHOULD be filled
with octets of value 0.

2.3. Stop-Control - Connecti on- Request

The Stop-Control -Connection-Request is a PPTP control nessage sent by
one peer of a PAC-PNS control connection to informthe other peer

that the control connection should be closed. In addition to closing
the control connection, all active user calls are inplicitly cleared.
The reason for issuing this request is indicated in the Reason field.

0 1 2 3
01234567890123456789012345678901
T R o e S S A e
| Length | PPTP Message Type |
T T S S e T S S T i S S e o i ¥
| Magi ¢ Cooki e |
B T e o i S I i i S S N iy St S I S S

| Control Message Type | ReservedO |
B s S S i i i ks a ks st S S S S S S
| Reason | Reservedl | Reserved2 |

T I T S I T it S S S i ST it S S S S S S

Length Total length in octets of this PPTP nessage,
including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3C4D.

Control Message Type 3 for Stop-Control -Connecti on- Request.

ReservedO This field MUST be 0.

Reason I ndi cates the reason for the control

connection being closed. Current valid
Reason val ues are:
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1 (None) - Ceneral request to clear
control connection

2 (Stop-Protocol) - Can't support
peer’s version of the protocol

3 (Stop-Local - Shutdown) - Requester is
bei ng shut down

Reservedl, Reserved?2 These fields MJST be O.

2.4. Stop-Control -Connection-Reply

The Stop-Control -Connection-Reply is a PPTP control nessage sent by
one peer of a PAC-PNS control connection upon receipt of a Stop-
Control - Connecti on- Request fromthe other peer.

0

1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

Length | PPTP Message Type |

T S T o S i o S S e i S S SIS

Magi ¢ Cooki e |

i S S e i S S S S s s S S S S

| Control Message Type | Reserved0 |
B Lt r s i i i o o T s ks S R S
| Result Code | Error Code | Reservedl |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Length Total length in octets of this PPTP nessage,
including the entire PPTP header.
PPTP Message Type 1 for Control Message.
Magi ¢ Cooki e 0x1A2B3C4D.
Control Message Type 4 for Stop-Control-Connection-Reply.
ReservedO This field MIST be O.
Resul t Code Indicates the result of the attenpt to cl ose
the control connection. Current valid Result
Code val ues are:
Hanzeh, I nf or mat i onal [ Page 16]
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2.

5.

1 (OK) - Control connection closed

2 (General Error) - Control connection
not closed for reason indicated in
Error Code

Error Code This field is set to 0 unless a "General
Error" exists, in which case Result Code is
set to 2 and this field is set to the val ue
corresponding to the general error condition
as specified in section 2.2.

Reservedl This field MJUST be O.
Echo- Request

The Echo- Request is a PPTP control nmessage sent by either peer of a
PAC-PNS control connection. This control nmessage is used as a "keep-
alive" for the control connection. The receiving peer issues an
Echo-Reply to each Echo- Request received. As specified in section
3.1.4, if the sender does not receive an Echo-Reply in response to an
Echo- Request, it will eventually clear the control connection.

0 1 2 3

01234567890123456789012345678901
e o T i i o o O S e S ol o S S S s it SR R SR S
| Length | PPTP Message Type |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Magi ¢ Cooki e |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Control Message Type | Reserved0 |
B Lt r s i i i o o T s ks S R S
| I dentifier |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Length Total length in octets of this PPTP nessage,
including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3C4D.

Control Message Type 5 for Echo- Request.

ReservedO This field MUST be 0.
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I dentifier

2.6. Echo-Reply

A val ue set by the sender of the Echo-
Request that is used to match the reply with
t he correspondi ng request.

The Echo-Reply is a PPTP control nessage sent by either peer of a
PAC- PNS control connection in response to the receipt of an Echo-

Request .

0

2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Length

| PPTP Message Type |

T I T S e T it i S S S it Sk i S R S A s

Magi ¢ Cooki e |

B T e o i S I i i S S N iy St S I S S
| Control Message Type | ReservedO |
B e i S T e i T e S R S e e e s i i T S

Result Code |

| dentifier |

Error Code | Reservedl |

T I T S S T i S T
+-

B T T T s S S S i S e S S

Length

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

I dentifier

Result Code

Hanzeh, et al.

Total length in octets of this PPTP nessage,
i ncluding the entire PPTP header.

1 for Control Message.
0x1A2B3CAD.
6 for Echo-Reply.
This field MIST be O.
The contents of the identify field fromthe
recei ved Echo-Request is copied to this
field.
Indicates the result of the receipt of the
Echo- Request. Current valid Result Code
val ues are:

1 (OK) - The Echo-Reply is valid

2 (CGeneral Error) - Echo-Request not

accepted for the reason indicated in
Error Code

I nf or mat i onal [ Page 18]
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2.

7.

Error Code This field is set to 0 unless a "Genera
Error"” condition exists, in which case
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2. 2.

Reservedl This field MUST be 0.
Qut goi ng- Cal | - Request

The Qut goi ng-Call-Request is a PPTP control nessage sent by the PNS
to the PACto indicate that an outbound call fromthe PACis to be
established. This request provides the PAC with information required
to nmake the call. It also provides infornmation to the PAC that is
used to regulate the transnission of data to the PNS for this session
once it is established.

Hanzeh, et al. I nf or mat i onal [ Page 19]
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1

2
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3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Length

| PPTP Message Type

B S T i S S S S S T s S S S e

Magi ¢ Cooki e

B s S S i i i ks a ks st S S S S S S
| Control Message Type | Reserved0
R R R R e e s o S e R S S S S S S e e e e e

| call ID

| Call Serial Nunber

B S S T S S S S R T c s S S S S S S S S

M ni mum BPS

R o T S T T i T S e T it S S S S

Maxi mum BPS

T I T S S T i S T

Bearer Type

B S T S S S S T 2 S S S S S S S S S

Fram ng Type

B T S I i i T S S R L T T R S

Phone Nunber

|
+-
|
+-
|
+

|
+-
|
+

|
+-

Length

PPTP Message Type
Magi ¢ Cooki e
Control Message Type

Reser vedO

Hanzeh, et al.

Packet Recv. W ndow Size | Packet Processing De
R Lt e i o e e t s o bt S RN N S
Length | Reservedl
B i T o S o i S S i s S S S S S S

Phone Nunber (64 octets)

Subaddress (64 octets)

I ay |
|

|
+
|
T S s i S S e S T S S e
|
+
|
+

T e S T T S S S S

Total length in octets of this PPTP nessage,

including the entire PPTP header.
1 for Control Message.
0x1A2B3CAD.

7 for Qutgoing-Call-Request.

This field MUST be O.

I nf or mat i onal
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Cal |

Cal |

M ni mrum BPS

Maxi mum BPS

Bearer Type

Fram ng Type

Packet Recv.

Haneeh,

ID

Seri al

et al.
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Nunber

W ndow Si ze

A unique identifier, unique to a particular
PAC-PNS pair assigned by the PNS to this
session. It is used to multiplex and
demul ti pl ex data sent over the tunne

bet ween the PNS and PAC involved in this
sessi on.

An identifier assigned by the PNS to this
session for the purpose of identifying this
particul ar session in | ogged session
information. Unlike the Call ID, both the
PNS and PAC associate the sane Call Serial
Nunmber with a given session. The conbi nation
of I P address and call serial number SHOULD
be uni que.

The | owest acceptable Iine speed (in
bits/second) for this session.

The hi ghest acceptable line speed (in
bits/second) for this session

A value indicating the bearer capability
required for this outgoing call. The
currently defined val ues are:

1 - Call to be placed on an anal og
channel

2 - Call to be placed on a digita
channel

3 - Call can be placed on any type of
channel

A value indicating the type of PPP franing
to be used for this outgoing call

1 - Call to use Asynchronous franing
2 - Call to use Synchronous fram ng

3 - Call can use either type of
fram ng

The nunber of received data packets the PNS
will buffer for this session.
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2.

8.

Packet Processing Delay A neasure of the packet processing del ay
that m ght be inposed on data sent to the
PNS fromthe PAC. This value is specified
inunits of 1/10 seconds. For the PNS this
nunber should be very small. See section
4.4 for a description of howthis value is
det ermi ned and used.

Phone Nunber Length The actual nunber of valid digits in the
Phone Nunber field.

Reservedl This field MUST be O.

Phone Nunber The nunber to be dialed to establish the

out goi ng session. For |SDN and anal og calls
this field is an ASCII string. |If the Phone
Number is less than 64 octets in length, the
remai nder of this fieldis filled with
octets of value 0.

Subaddr ess A 64 octet field used to specify additiona
dialing information. |If the subaddress is
| ess than 64 octets |ong, the remnai nder of
this field is filled with octets of val ue 0.

Qut goi ng- Cal | - Repl y

The Qutgoing-Call-Reply is a PPTP control nessage sent by the PAC to
the PNS in response to a received Qutgoi ng-Call -Request nessage. The

reply indicates the result of the outgoing call attenpt. It also
provides information to the PNS about particul ar paranmeters used for
the call. It provides information to allow the PNS to regulate the

transni ssion of data to the PAC for this session
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0

1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Length
B T e o i S I i i S S N iy St S I S S

| PPTP Message Type |

Magi ¢ Cooki e |

B s S S i i i ks a ks st S S S S S S
| Control Message Type | Reserved0 |
R R R R e e s o S e R S S S S S S e e e e e

| Cal |

I D

| Peer’s Call ID |

B T e o i S I i i S S N iy St S I S S
Error Code | Cause Code |

Result Code |

T e

Packet Recv.

Connect Speed |

W ndow Si ze | Packet Processing Del ay |

B T T S T T S s S S S S i S SIS S S S

Physi cal Channel 1D |

L.
|-|-- T o I S S i i T S T S S S SR SRS
L.
L.

T S i S S e T

Length

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Call ID

Peer's Call ID

Hanzeh, et al.

Total length in octets of this PPTP nessage,
i ncluding the entire PPTP header.

1 for Control Message.
Ox1A2B3CAD.

8 for Qutgoing-Call-Reply.
This field MJST be O.

A unique identifier for the tunnel, assigned
by the PACto this session. It is used to
mul ti pl ex and demul tipl ex data sent over the
tunnel between the PNS and PAC involved in

t his session.

This field is set to the value received in
the Call IDfield of the correspondi ng

Qut goi ng- Cal | - Request nessage. It is used
by the PNS to match the Qutgoi ng-Call-Reply
with the Qutgoing-Call-Request it issued. It
also is used as the value sent in the GRE
header for nux/demnuxing.
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Result Code

Error

Code

Cause Code

Connect Speed

Packet Recv.
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et al.
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W ndow Si ze

This value indicates the result of the
Qut goi ng- Cal | - Request attenpt. Currently
valid val ues are:

1 (Connected) - Call established with
no errors

2 (General Error) - Qutgoing Call not
establ i shed for the reason indicated
in Error Code

3 (No Carrier) - Qutgoing Call failed
due to no carrier detected

4 (Busy) - Qutgoing Call failed due to
detection of a busy signa

5 (No Dial Tone) - CQutgoing Cal
failed due to lack of a dial tone

6 (Time-out) - Qutgoing Call was not
established within tinme allotted by
PAC

7 (Do Not Accept) - Qutgoing Cal
adm ni stratively prohibited

This field is set to 0 unless a "Genera
Error" condition exists, in which case
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2. 2.

This field gives additional failure
information. |Its value can vary depending
upon the type of call attenpted. For | SDN
call attenpts it is the Q931 cause code

The actual connection speed used, in
bi t s/ second

The nunber of received data packets the PAC
will buffer for this session
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2.

9.

Packet Processing Delay A neasure of the packet processing del ay
that m ght be inposed on data sent to the
PAC fromthe PNS. This value is specified
inunits of 1/10 seconds. For the PAC, this
nunber is related to the size of the buffer
used to hold packets to be sent to the
client and to the speed of the link to the
client. This value should be set to the
maxi num del ay that can normally occur
between the tinme a packet arrives at the PAC
and is delivered to the client. See section
4.4 for an exanple of how this value is
det ermi ned and used.

Physi cal Channel 1D This field is set by the PACin a vendor-
specific manner to the physical channe
nunber used to place this call. It is used

for | oggi ng purposes only.
I ncomi ng- Cal | - Request

The I ncom ng-Call -Request is a PPTP control nessage sent by the PAC
to the PNS to indicate that an inbound call is to be established from
the PAC. This request provides the PNS with paraneter information
for the inconming call.

This message is the first in the "three-way handshake" used by PPTP
for establishing incomng calls. The PAC may defer answering the
call until it has received an Incomng-Call-Reply fromthe PNS
indicating that the call should be established. This nechani small ows
the PNS to obtain sufficient information about the call before it is
answered to determ ne whether the call should be answered or not.
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0

1 2 3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Length

| PPTP Message Type |

B S T i S S S S S T s S S S e

Magi ¢ Cooki e |

B s S S i i i ks a ks st S S S S S S
| Control Message Type | Reserved0 |
R R R R e e s o S e R S S S S S S e e e e e

| call ID

| Call Serial Nunber |

B S S T S S S S R T c s S S S S S S S S

Call Bearer Type |

R T S I S i S S St S R S o S S A

Physi cal Channel 1D |

T I T S S I T it S S S S i ST i S S S S S S

| Di al ed Number
+-
|
+
I
+-
I
+
|
+-
I
+
I
+-

Length

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Call ID

Hanzeh, et al.

Di al ed Nunber (64 octets)
B o o e S e i I S R T e i i i T S S e e

Di al i ng Nunber (64 octets)

Length | Di al i ng Nunber Length |
B i T o S o i S S i s S S S S S S

e

B e e i S e e T s i i S T R SR S S S S T S i
Subaddress (64 octets) +
+

i S T o o S S S e S S S S S e T T

Total length in octets of this PPTP nessage,
i ncluding the entire PPTP header.

1 for Control Message.

0x1A2B3CAD.

9 for Incom ng-Call-Request.

This field MIST be O.

A unique identifier for this tunnel,
assigned by the PACto this session. It is
used to nultiplex and denultiplex data sent

over the tunnel between the PNS and PAC
involved in this session.
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Cal |l Serial Nunber

Bearer Type

Physi cal Channel 1D

Di al ed Nunmber Length

Di al i ng Nunber Length

D al ed Nunber

Di al i ng Nunber

Subaddr ess

Hanzeh, et al

An identifier assigned by the PACto this
session for the purpose of identifying this
particul ar session in | ogged session
information. Unlike the Call ID, both the
PNS and PAC associate the sane Call Seri al
Nunmber to a given session. The conbi nation
of I P address and call serial nunber should
be uni que.

A value indicating the bearer capability
used for this incomng call. Currently
defined val 